11 July 2007

UNDP PROCEDURES FOR OFFICES USING CASH
INTRODUCTION

The following procedures supersede “Best Practices for Offices Using Banknotes” issued by the United Nations Secretariat on various occasions. Any UNDP office that disburses cash is required to establish guidelines incorporating these procedures to the maximum extent possible.
I.   GENERAL


1
These procedures should also be applied, to the extent possible, by all UNDP field offices using cash, negotiable instruments or traveller’s cheques.  Because local conditions vary, Heads of Office will need to determine how to adapt these procedures to ensure the safety of staff members and to avoid the loss of funds.  Insurance coverage sufficient to cover the full amount of funds in case of loss should be in place
2
For purposes of the present instruction, “cash” shall mean currency, including any type of local and foreign currency, traveller’s cheques or negotiable instruments.  The use of cash is an exception to The Financial Regulations and Rules of UNDP.  Rule 125.06 states “All disbursements shall be made by cheque or bank transfer except to the extent that cash disbursements are authorized by the Treasurer or by a duly authorized staff member in a country office.”
3
Cash payments are expensive, time consuming and dangerous.  The use of cash as a mode of payment should be avoided to the extent possible.  Under exceptional conditions when cash payments are authorized, any recipients of cash payments should be made aware that payments in cash are a temporary measure only and that as soon as conditions permit, payments will be by cheque or by electronic funds transfer.

II.     COUNTERFEIT POLICY
Acceptance of Counterfeit Currency
4.
UNDP offices may hold banknotes in the office for a petty cash account.  Offices may also hold larger amounts for operations where there is no banking system, when exceptionally authorized by the Treasurer 

5.
This policy defines the steps that should be taken with regard to the receipt of alleged counterfeit banknotes.

Guidelines

6.
When replenishing cash, all banknotes should be requested as new, unused bills, also referred to as “mint notes”.  Cash should always be sourced from the bank with which the Country Office maintains its operating relationship.

7.  
For amounts over $50 payments should be made through cheque or bank transfer only.

8.
In the event a vendor or individual reports receiving counterfeit banknotes, the incident
should be reported by the recipient to the local authorities and when foreign currency is involved, to the embassy of the government which issued the bank notes.  
9. In the event the UNDP office receives suspected counterfeit banknotes from a bank, the bank should be contacted immediately and the Treasurer informed. The bank should be requested to accept the suspect notes for credit to the bank account. The UNDP office should obtain a receipt noting the serial numbers of the notes returned.

10.  If the suspected counterfeit banknotes have been received from a third party other than a bank, the Treasurer should be immediately contacted for further instructions.  The alleged counterfeit banknotes may be stored in the safe until instructions for disposition of the banknotes are received from Headquarters.  

11.
In the event of a circumstance arising which is not addressed by these guidelines, please contact Treasury for guidance.
III.    TRANSPORTATION OF CASH


12. In light of the risk involved in transporting cash, only as a last resort should staff members be asked to transport cash and endanger their lives.  The movement of cash should be accomplished by adequately bonded and insured bank couriers or courier services which are paid a fee.  Appropriate legal arrangements should be made to ensure that the bank couriers or courier services assume the risks involved.  It may also be possible to arrange with a local vendor or currency broker to provide the appropriate amount of cash, for which the merchant is paid by cheque or by bank transfer.  When using this procedure, it is important to ensure that the cash is delivered by the broker before the cheque is issued or the wire transfer is affected or that the merchant provides credit security in advance. 
13
If there is absolutely no other alternative and exigencies of service require staff members to transport cash, and despite due diligence staff members are confronted with a robbery attempt, the cash should be surrendered immediately and without resistance.  Designated staff members carrying cash should be volunteers and must be informed of the risks involved and trained in the procedures for such undertaking.

14.
Each movement of cash should be carefully planned from start to finish and information regarding the movements of cash must be restricted to the minimum number of people directly involved in the operation.  There should be no discussions with those not involved with the movement of cash.  All knowledge of the transportation of cash should be on a “need to know” basis only.
15.
Communication of information regarding cash movements should be encrypted or coded, and the codes used should be changed at least every three months.  The use of e-mails or faxes is not secure means of communication and should not be used to communicate details regarding the movement of cash.  Repetitive code words such as “Zulu run” should be avoided since they have been used extensively.  The timing of cash movements should be as unpredictable as possible.  Flight schedules and ground routes to the Cashier’s Office should be varied.
16.
When cash is transported by a United Nations chartered aircraft, the flight should be dedicated solely for this purpose and only authorized personnel directly related to the operation should be onboard.  Under no circumstances should other passengers be onboard a flight transporting cash.

17.
The designated “call sign” for the UN flight transporting cash should be changed regularly. 

18.
At least two armed guards must accompany all movements of cash in excess of US$100,000.  The guards should be equipped with hand-held radios or portable telephones and have prearranged distress signals.  The security guards should wear body armour under their outer garments, as should staff members transporting the cash.
19.
At least two vehicles should be used when transporting cash by road, one to actually carry the cash and another as a lead vehicle.  Each vehicle should have a dedicated driver that does not leave the vehicle.  If possible, three vehicles should be used, one as lead, one to carry the cash and one to follow. 

20.
Arrangements must be in place for authorized staff members (accompanied by armed guards), or authorized bank couriers or courier services, to collect the cash directly from the aircraft or armoured car upon arrival.  Cash must not be stored in airport safes, hotel rooms, unsecured offices, railway terminals and the like.  The cash should be transported to its destination immediately when it is received, or arrangements should be made to place the cash in a bank vault overnight, or in a secure UNDP office with an appropriate safe or vault.
21.
If the cash is not transported in a bank-crimped and properly sealed container, prior arrangements should be made for a private room at the bank where the courier can verify that there are no fake notes and count the cash in the presence of a bank employee.  If possible, this procedure should not take place during normal banking hours.  The identity of the person who will collect and transport the cash should be known only by a few bank employees, preferably senior management.
22.
If there is suspicion about leaks of information, consider suspending cash deliveries for an interval to review all procedures and to determine if there might actually be a leak.
IV.   STORAGE PROCEDURES

Cashier’s Office and Vault

23.      Cash balances should be reduced to the minimum required and the amount on hand should be evaluated periodically in light of security risks, the difficulty of replenishments and changing operational requirements.
24. 
Cash must be stored in a safe or vault specifically constructed for that purpose.
Cash must not be stored in locked filing cabinets or desks.
25.
Suspected counterfeit notes may be stored for safekeeping while awaiting instructions from Headquarters. Copies of the notes with list of serial numbers should be kept separately by the Head of Office.

26.      To the extent possible, the Cashier’s Office should be an interior room which is not on the top floor of the building and thus vulnerable to entry through the roof.  Window and door frames must be drilled into the concrete structure and not just plastered in.  Doors, windows, air conditioners, chimneys, skylights or similar entry points should be secured by solid iron bars drilled through the wall and security-bolted from the inside.  If possible, the Cashier’s Office or vault should have no common wall with the outside of the building.
27.
There should be in place a cashier’s window through which payments could be made, therefore reducing access of unauthorized personnel to the Cashier’s Office, and include a hidden silent “panic” alarm button for use in the event of an attempted robbery.
28.      There should be two good quality locks on the door, which may include a combination of built-in locks and padlocks.  It must be possible to lock the door quickly from the inside using deadbolts. 
29.    The Cashier’s Office should have two separate telephone lines.  The telephone cables should not be visible or otherwise vulnerable to tampering.
30.     An alarm system should be installed in offices where cash is stored and the office should be covered by closed circuit cameras that are monitored in the security control room and to a video recording system.  The alarm system and cameras should cover all doors and windows. Sensors should be installed within the Cashier’s Office and activated when there are no authorized personnel in the office.  The alarm siren should be placed outside of the building and at a height which is not easily accessible.
31.
Armed security guards must be present at all times when large cash disbursements are taking place, such as on payday.
The Safe or Vault


32
The safe or vault where the cash is stored must be inherently strong and bolted to the floor or built into the wall, therefore making it difficult to remove from the premises.  Ideally, it should be a reinforced steel safe with a built-in combination and key lock.
33.
Access to the keys or knowledge of combinations should be limited to ensure that two persons are required to open the safe.  Back up arrangements should be established, in case of lost keys or absence from the duty station, to ensure continued segregation of duties.  No single person operating alone should be able to open the safe.
34.
The safe should be too heavy to move without equipment such as a rolling cart.  If the safe weighs 350 kilogrammes (750 pounds) or less, then it should be bolted to the ground or wall.


35.
The safe should offer protection against fire (which is often identified on the safe in terms of minutes of fire resistance).  For instance, the designation on a label, “350° -- 4 hours” indicates that the safe contents will endure a temperature of 350 degrees Fahrenheit (above which temperature paper will burn) for four hours.

Non-Cash Items

36.
Examples of non-cash items that should be kept in the UNDP office safe include bank guarantees received from vendors, and performance bonds that belong to UNDP.  In addition, important legal documents belonging to the UNDP office may be kept in the safe.


37.
Personal property of staff should not be kept in the safe.

38.
Any exception to the above should be signed off by the Office Head. This should be an exception and not the norm.  The Office Head should document the reason for the exceptions.

V.   CONTROL PROCEDURES


39.
The cash balances held in the safe should be counted and reconciled daily.

40.
Written records, such as logbooks, must be kept regarding the names of persons entering and exiting the Cashier’s Office and the date and times of their entry and exit.

41.
Written records must be kept regarding the opening and closing of the safe (or vault), and the safe must be checked to ensure that it is locked when closed.

42
Surprise cash counts (including the cash drawer and the safe or vault) should be conducted at least once every month and reconciled with the cash book/accounting records.

43
In the event counterfeit bank notes are accepted, the UNDP office should establish a permanent file documenting the circumstances regarding its acceptance and all subsequent actions taken.

Inventory

44.
A complete inventory of the safes’ contents should be performed annually by the safe custodian or alternate in presence of a Sr. Finance Officer and/or Head of Operations/Executive Officer and reported to the appropriate Officer.  The inventory should be entered in the safe logbooks for both cash and equivalent items and non-cash items.

45.
Cash inventory must be sent annually to Treasury with a copy to the Director of the respective Bureau.  In addition to the inventory, the Office Head may wish to report on any other items of significance or items that may pose a risk to the Organization.  The latter should be reported at any time based on the judgment of the Office Head.

Handover

46.
A complete inventory of the safes’ contents must also be undertaken whenever safes’ custodians change.  This inventory must be included in a handover report prepared by the outgoing custodians and must be agreed and signed by both outgoing and incoming custodians.  A copy should be provided to the immediate supervisor and the Office Head.  If the safe has a combination lock rather than key lock, the combination should be changed when custodians change to limit access to those individuals with a defined business need.

Additional Guidance

47.
If any additional guidance is needed on these matters, the Office Head should contact Headquarters, Bureau of Management. 
48.
If the Office Head is required to accept, under exceptional circumstances, any items potentially posing a risk to the organization, guidance should be sought from Bureau of Management prior to the acceptance of any such items.

VI.   ALTERNATIVE ARRANGEMENTS


49.
Contingency plans should be prepared for implementation in the event that cash is stolen.  The plan should include information regarding the persons to be contacted, procedures for sealing the immediate area, persons authorized to conduct searches, the notification, and jurisdiction of local authorities and the designation of the office responsible to conduct the investigation.

50.
All offices should have in place an alternative plan for making payments in the event that cash delivery is curtailed for security or operational reasons.
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